Configurare 2FA pe conturile de email SmarterMail

1. Seintra pe https://smartermail.fidushost.ro pe contul pe care se doreste activarea 2FA.

| .
R SmarterMail

‘ Welcome to SmarterMail

I ]

Forgot your password?

2. Se acceseaza sectiunea Settings > Settings:

D Email Calendar Contacts Tasks Settings ~ B New ~

Profile Online Meetings
User News Feeds
Autoresponder
N File Storage
Calendar roueee
English Reports
Connectivi o
ty Time Zone Marketplace
(UTC+02:0

Content Filtering

Fvents Settings
Reply-To E ¥

Scheduling

Domain Reports
Sharing Recovery B

Domain Settings
Signatures Plus Addressi

Disabled Domain Marketplace
Spam Filterina

3. Pe pagina Account la sectiunea Two-Factor Authentication se apasa pe Enable:


https://smartermail.fidushost.ro/

Email Calendar Contacts

Tasks  Settings ~ New ~

Account

Profile

Autoresponder
Calendar
Connectivity
Content Filtering
Events
Scheduling

Sharing

Reply-To Email Address

Recovery Email Address

Plus Addressing

Disabled -

Two-Factor Authentication

Protect your account with two-factor authentication!

Ena@e

4. Tn ecranul urmétor se alege Verification method: Authentication App si se scrie o alti
adresa de email a utilizatorului la Recovery Email Address si la Confirm Recovery Email

Address, apoi se apasa pe Next

Two-Factor Authentication

When logging in, your account will be secured with a password
and verification code. Retrieve the code through an authentication
app, such as Google Authenticator, or a recovery email address.

Email clients or applications that use your account will be
disconnected until you reconnect those accounts using the new

Application Passwords.

Verification Methods
Authentication App

Recovery Email Address *

Confirm Recovery Email Address *

‘ Cancel |




5. Tn ecranul urmator se va afisa un cod QR. Pentru a-l putea scana va trebui ca utilizatorul
sa isi instaleze aplicatia Google Authenticator pe telefon (sau se poate folosi si alta, dupa
preferinte). Dupa ce se instaleaza aplicatia, trebuie apasata iconita + in aceasta si se va
deschide scanner-ul. Scanati codul QR, iar dupa ce apare inregistrat contul de mail in
aplicatia Google Authenticator, trebuie trecut pe PCin fereastra cu codul QR la Verification
Code, codul care apare in aplicatia de pe telefon si apoi se apasa pe Check. Daca verificarea
s-a facut corect, fereastra se va inchide si se vor afisa niste informatii despre noile parole
generate pentru acel cont in functie de aplicatia in care va fi conectat.

Two-Factor Authentication

Scan the QR code in your authentication app to generate a 6-digit
verification code, then enter that verification code below.

Can't scan the QR code?

Verification Code *

| Cancel ‘ | Back |




Two-Factor Authentication

Congratulations! Your account is protected with two-factor
authentication!

Strong passwords have been created for third-party
applications. In place of your normal account password, use
the Application Password for the account you're setting up.

Disable

Use normal account password
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6. Dupa activarea 2FA, oricand va logati pe contul de mail va trebui sa introduceti si codul
din Google Authenticator in fereastra de logare.



